Exhibit 4: ACCENT Training – CES Partnership                                                    cXML Technical Doc

The cXML Technical Process

For Shopping

For Shopping, the CES’ CPP (e-commerce solution) application creates a cXML file called a “Punchout Setup Request” file.  This file is “posted” to the Vendor’s server using Hyper Text Transfer Protocol (http) directed at a particular URL.  In the post, the file passes authentication and identification information to a particular URL.  The file also indicates to what URL the response should be sent.  CES’ CPP also passes a GUID to uniquely identify this Punchout session.  

When the “Punchout Setup Request” file is received by the vendor’s server, it authenticates the post and redirects the User to the Vendor’s catalog site, with appropriate pricing displayed.

Here is an example of a CPP Procurement Punchout Setup Request file.  


<?xml version="1.0"?>






 

<!DOCTYPE cXML SYSTEM "http://xml.cxml.org/schemas/cXML/1.2.009/cXML.dtd">
 
<cXML version="1.0" payloadID="2004-07-30 15:36:21Z" timestamp="2004-07-30 15:36:21Z">

    <Header>



<From>








<Credential domain="NetworkID">





<Identity>555555</Identity>
 



</Credential>



</From>



<To>

 




<Credential domain="duns">

 





<Identity>VenDUNS123</Identity>  
.




</Credential>



</To>



<Sender>
 




<Credential domain="NetWorkID">






<Identity>555555</Identity>
 





<SharedSecret>SHARESECRT</SharedSecret>  



</Credential>




<UserAgent>Wilson cXML Agent 0.2</UserAgent>



</Sender>


</Header>

    <Request>

        <PunchOutSetupRequest operation="create">                
            <BuyerCookie>f4c2c1eacb104022b150287b33fa9339</BuyerCookie>

            <BrowserFormPost>



 

                <URL>https://IAESC/Punchout/ReviewPOmessage.aspx</URL>
 

            </BrowserFormPost>




            <SupplierSetup>




                <URL>https://vendor/cXML</URL>

            </SupplierSetup>

        </PunchOutSetupRequest>

    </Request>

</cXML>

After the User has shopped and completed the cart, the Vendor’s server passes a cXML file called the “Response” back to the address sent in the “Request” file.  The Response file contains the shopping cart information, which CES Procurement logs into its Requisition table in the database.

Below is an example of a Punchout Response file.

  <?xml version="1.0" ?> 

  <!DOCTYPE cXML (View Source for full doctype...)> 

 <cXML payloadID="20040811 11:16:01Z" timestamp="20040811T10:32::51" version="1.1.007">
 <Header>
 <From>
 <Credential domain="NetworkId">
  <Identity>555555</Identity> 

  </Credential>
  </From>
 <To>
 <Credential domain="DUNS">
  <Identity /> 

  </Credential>
  </To>
 <Sender>
 <Credential domain="NetworkId">
  <Identity>555555</Identity> 

  <SharedSecret> SHARESECRT </SharedSecret> 

  </Credential>
  <UserAgent>Wilson cXML Agent 0.2</UserAgent> 

  </Sender>
  </Header>
 <Message deploymentMode="production">
 <PunchOutOrderMessage>
  <BuyerCookie> f4c2c1eacb104022b150287b33fa9339</BuyerCookie> 

 <PunchOutOrderMessageHeader operationAllowed="edit">
 <Total>
  <Money currency="USD">175.6</Money> 

  </Total>
 <ShipTo>
 <Address addressID="40153136">
  <Name xml:lang="en">SUCH AND SUCH SCHOOL DISTRICT </Name> 

 <PostalAddress name=" SUCH AND SUCH SCHOOL DISTRICT ">
  <Street>101 N MAIN STREET</Street> 

  <City>ANYWHERE</City> 

  <State>IN</State> 

  <PostalCode>47654</PostalCode> 

  <Country isoCountryCode="USA">null</Country> 

  </PostalAddress>
<Phone>
 <TelephoneNumber>
  <AreaOrCityCode>812</AreaOrCityCode> 

  <Number>5551212</Number> 

  <Extension /> 

  </TelephoneNumber>
  </Phone>
  </Address>
  </ShipTo>
  </PunchOutOrderMessageHeader>
 <ItemIn quantity="10" lineNumber="1">
 <ItemID>
  <SupplierPartID>13302874</SupplierPartID> 

  <SupplierPartAuxiliaryID>2155263|40242646</SupplierPartAuxiliaryID> 

  </ItemID>
 <ItemDetail>
 <UnitPrice>
  <Money currency="USD">17.56</Money> 

  </UnitPrice>
  <Description xml:lang="en">ID7944 MATH MACHINE PENTOMINO PUZZLE</Description> 

  <UnitOfMeasure>EA</UnitOfMeasure> 

  <Classification domain="UNSPSC">39111517</Classification> 

  <ManufacturerPartID>ID7944</ManufacturerPartID> 

  <ManufacturerName>CHILDRENS PUBLISHING</ManufacturerName> 

  </ItemDetail>
  <Tax /> 

  </ItemIn>
  </PunchOutOrderMessage>
  </Message>
  </cXML>
For Orders

When a Purchase Order is ready to be submitted to a vendor using cXML technology, CES Procurement sends a “Purchase Order Request” cXML file to the vendor’s Order punchout site.  

  <?xml version="1.0" ?> 

  <!DOCTYPE cXML (View Source for full doctype...)> 

 <cXML payloadID="[[PAYLOAD_ID]]" timestamp="[[TIMESTAMP]]" version="1.2.009">
 <Header>
 <From>
 <Credential domain="NetworkId">
  <Identity /> 

  </Credential>
  </From>
 <To>
 <Credential domain="DUNS">
  <Identity /> 

  </Credential>
  </To>
 <Sender>
 <Credential domain="NetworkId">
  <Identity>555555</Identity> 

  <SharedSecret>SHARESECRT</SharedSecret> 

  </Credential>
  <UserAgent>Wilson cXML Agent 0.2</UserAgent> 

  </Sender>
  </Header>
 <Request deploymentMode="production">
 <OrderRequest>
 <OrderRequestHeader orderID="PONum123" orderDate="8/1/2004" type="new" orderType="regular">
 <Total>
  <Money currency="USD">1000.00</Money> 

  </Total>
 <ShipTo>
 <Address>
  <Name xml:lang="en">[[SHIP_TO_NAME]]</Name> 

 <PostalAddress name="default">
  <DeliverTo>[[SHIP_TO_DELIVER_TO]]</DeliverTo> 

  <Street>[[SHIP_TO_ADDRESS]]</Street> 

  <Street></Street> 

  <Street /> 

  <City>[[SHIP_TO_CITY]]</City> 

  <State>[[SHIP_TO_STATE]]</State> 

  <PostalCode>[[SHIP_TO_ZIP]]</PostalCode> 

  <Country isoCountryCode="US">United States</Country> 

<Phone>
 <TelephoneNumber>
  <AreaOrCityCode>812</AreaOrCityCode> 

  <Number>5551212</Number> 

  <Extension /> 

  </TelephoneNumber>
  </Phone>
  </PostalAddress>
  </Address>
  </ShipTo>
 <BillTo>
 <Address>
  <Name xml:lang="en">[[BILL_TO_NAME]]</Name> 

 <PostalAddress name="default">
  <Street>[[BILL_TO_ADDRESS1]]</Street> 

  <Street></Street> 

  <Street /> 

  <City>[[BILL_TO_CITY]]</City> 

  <State>[[BILL_TO_STATE]]</State> 

  <PostalCode>[[BILL_TO_ZIP]]</PostalCode> 

  <Country isoCountryCode="US">United States</Country> 

<Phone>
 <TelephoneNumber>
  <AreaOrCityCode>812</AreaOrCityCode> 

  <Number>5551212</Number> 

  <Extension /> 

  </TelephoneNumber>
  </Phone>
  </PostalAddress>
  </Address>
  <Extrinsic Name="BillToId">12345</Extrinsic> 

<Extrinsic Name="BillToAccount">R10103</Extrinsic>

  </BillTo>
  <Comments xml:lang="enUS" /> 

  </OrderRequestHeader>
  [[LINE_ITEM_TEMPLATE_BEGIN]] 
 <ItemOut quantity="[[ITEM_QTY]]">
 <ItemID>
  <SupplierPartID>[[ITEM_PART_ID]]</SupplierPartID> 

  <SupplierPartAuxiliaryID>[[ITEM_AUX_PART_ID]]</SupplierPartAuxiliaryID> 

  </ItemID>
 <ItemDetail>
 <UnitPrice>
  <Money currency="USD">[[ITEM_UNIT_PRICE]]</Money> 

  </UnitPrice>
  <Description xml:lang="en">[[ITEM_DESC]]</Description> 

  <UnitOfMeasure>[[ITEM_UNIT_MEASURE]]</UnitOfMeasure> 

  </ItemDetail>
  </ItemOut>
  [[LINE_ITEM_TEMPLATE_END]] 
  </OrderRequest>
  </Request>
  </cXML>
What Vendors Need to Know

As CES Procurement seeks to add new cXML Punchout Vendors, several questions need to be asked, and information needs to be exchanged, in order for a smooth transition to occur.

Q:  Will Vendor both Shop and Send Orders via cXML ?

Because CES Shops and sends Orders using cXML, this must be established up front.

Q.  What is the Vendor’s Shopping URL ?

This information is stored in tblVendorPunchout table under this Vendors VendorID.

Q.  What is the Vendor’s Order-submission URL ?

This information is stored in tblPunchoutVendor table under this Vendors VendorID.

Q.  What kind of Authentication procedure will the Vendor use?

Currently CES’ CPP offers five types of Authentication and Identification.  They are:

1. Vendor level :  The vendor supplies CES with One Username and One Shared-secret.  CES will place that Username and Shared-secret in the <FROM> and <SENDER> sections of the file.  This information is stored in tblPunchoutVendor table by VendorID.   Example Vendor: Gateway.
2. Org level :  The vendor supplies CES with a Username and a Shared-secret for each Bill-To OrgID in the CES’ CPP database.  This information is passed in the <SENDER> section of the file.  There is no need to include Identification information in the body of the file because the authentication directs the vendor to the correct account Number.   However, in most cases, passing the Identification in the body anyway will not cause problems.   This information is stored in the tblPunchoutOrgs table by VendorID, OrgID.  Example Vendor:  JuneBox.
3. Account level :  The vendor supplies CES with an Account number corresponding to a CES Bill-To OrgID.  CES’ CPP will pass this Account Number in the <FROM> and <SENDER> sections, as well as a single Shared-secret.  The Account number must be obtained through a process in which CES’ CPP cross-references its Bill-To OrgID with the Vendor’s Account Number.  This information is stored in the tblPunchoutAccounts table of the database.  Example Vendor: XXX
Q.  Will Identification be passed in the body of the document, and how?

Yes.  In the Order Request file, an identifying value will be passed.    Auth methods 1 and 2 will pass CES’s BillTo Org ID, as follows:

  


<Extrinsic Name="BillToId">12345</Extrinsic> 

Auth method 3 will send the BillTo’s corresponding Account Number, as follows:

  


<Extrinsic Name="BillToId">ABC1</Extrinsic> 

No Identification will be passed in the body of the Punchout Request file.

Q.  How will Vendors that Use ShipTo/BillTo combination be handled?

Some Vendors require a combination of BillTos and all their possible ShipTos.  Example Vendor: XXX.

These Vendors will authenticate using one of the above auth methods.  But in addition to the authentication, there will be an identification value passed in the extrinsic tag.  This value will cross-reference to the BillToOrgID and ShipToID.  



<Extrinsic Name="BillToId"> R1AJ02</Extrinsic> 

The vendor supplies CES with an Account number corresponding to the CES Bill-To OrgID and all the BillToOrg’s ShipTos.  CES’ CPP will pass this Account Number in the <FROM> and <SENDER> sections, as well as a single Shared-secret.  The Account number must be obtained through a process in which CES’ CPP cross-references its Bill-To OrgID with the Vendor’s Account Number.  This information is stored in the tblPunchoutAccounts table of the database.  
  
 

Q.  What does CES need to give the Vendor?

CES will provide the Vendor with its list of BillTos and its list of ShipTos.  If the Vendor uses BillTo/ShipTo Combination, CES will provide a special list of BillTo/ShipTos.
Q.  What does the Vendor need to give CES?

The Vendor will give CES the URLS for Shopping and for Order transmission.

The Vendor will give CES information, depending on the method:  

If method 1, the Vendor gives CES the Authentication value to be placed in the <FROM> and <SENDER> sections.  Indicate whether this value is or is not a DUNS number.

If method 2, the Vendor gives CES  a UserName and SharedSecret for each CES BillToID.  This data goes into the tblPunchoutOrgs table.

If method 3, the Vendor gives CES an Account Number corresponding to each CES BillToID.  The Vendor will give CES a single Sharedsecret to be placed in the <HEADER> section.  This data goes into the tblPunchoutAccounts table.

If this Vendor uses BillTo/ShipTo cross-referencing, the Vendor gives CES a Value corresponding to each CES BillToID and its ShipTos.  The Vendor will give CES a single Sharedsecret to be placed in the <HEADER> section.  This data goes into the tblPunchoutBillToShipTo table.

We are Using cXML Version 1.2








<FROM> Section contains data related to our "common" Shopper Referring to the Unique Identifier of the Shopper


Here we may place the Vendor's Account Number which  Cross-references CES Bill-ToID (i.e. PurchasingOrgID)





<TO> Section contains data related to the Vendor with whom CES Interacts.  If we refer to "duns" here, we should pass    the Vendor's true DUNS number A DUNS Number, if strongly authenticated, may be Cross-Referenced against an international repository of DUNS IDs.





<SENDER> Section refers to the Middle Party, e.g. Ariba, or in our case, CES.  





<REQUEST> section passes the cookie   (or a GUID) on the Shopper's PC to the Vendor





<BUYERFORMPOST> is the CES Page that will receive the information sent back from Vendor This page receives info back from Vendor, reviews the information, and then redirects to an https location with proper authentication Which Allows the Shopper to create a cart on the Vendor's site





This Vendor is using cXML Version 1.1





Network ID refers to the Unique Identifier of the Bill-To





Vendor passes back our Cookie (GUID) for verification





Ship-TO Information.


NOTE:  “40153136” is the Vendor’s Keyfield for this Ship-To address





Here begins information about each Item Purchased on Vendor’s site.  


NOTE: SupplierPartID and AuxiliaryID is populated with Vendor’s own information and passed back at Order Request





Product Information





ORDER AUTHENTICATION: Same as Punchout Request Authenticiation, per Vendor





Should read “Test” if Testing





Purchase Order Header Information





Ship To Info





shipTo Phone





Bill – To Info





Bill To Phone





UNIQUE IDENTIFIER for the Bill-To is included in an EXTRINSIC Tag … This is the CES BillToOrgID





SUPPLIER PART ID and SUPPLIER PART AUX ID that was sent to IAESC in the Shopping Cart is returned here





UNIQUE IDENTIFIER : The Vendor’s Account Number for this BillTo (or BillTo-ShipTo).  This may be empty for some Vendors








